
Multiple files are bound together in this PDF Package.

Adobe recommends using Adobe Reader or Adobe Acrobat version 8 or later to work with 
documents contained within a PDF Package. By updating to the latest version, you’ll enjoy 
the following benefits:  

•  Efficient, integrated PDF viewing 

•  Easy printing 

•  Quick searches 

Don’t have the latest version of Adobe Reader?  

Click here to download the latest version of Adobe Reader

If you already have Adobe Reader 8, 
click a file in this PDF Package to view it.

http://www.adobe.com/products/acrobat/readstep2.html




Appendix A


Attachments and Worksheets











Attachment 1: Sample Risk Policy Statement


________________  [Name of entity] recognizes its responsibility to manage public funds in a
responsible manner, which includes identifying, addressing, and appropriately managing any
risks that may affect (1) the safety and well-being of its employees and citizens, (2) its financial
stability, (3) its ability to achieve its mission of providing services to citizens, or (4) its ability to
maintain an excellent community.


 ________________  [name of entity] further recognizes that, as a public entity providing a
wide range of services, it engages in operations that may carry significant risk, and that are also
subject to disruption.  Although risks are unavoidable, ________________  [name of entity]
considers no loss or interruption of services to be acceptable.


Therefore, a Risk Team is hereby established and empowered to assess the risks that may arise
from or affect ________________  [name of entity] operations and activities on behalf of its
citizens, and to make recommendations to the governing body or chief executive officer con-
cerning those risks.  All ______________________[name of entity] operations are required to
cooperate with the risk team in this effort.


[signature of governing board member(s)]


[signature of chief executive officer]


Date of issuance: ______________________
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Attachment 3: Model frequency and severity worksheets
Instructions:
A separate worksheet is provided for each risk source identified in the Analytical Framework, and
each worksheet includes all the potential impact categories.  Each risk source can produce a broad
variety of potential losses or adverse events.  Any loss or adverse event can impact us in various
ways.  The broad categories of potential impacts identified on each worksheet include a wide variety
of potential harm or disruption that a loss or adverse event may cause to us or to the community.


The first step in using this worksheet is to think of the adverse events or losses that can
arise from each risk source.  Evaluate how each loss or adverse event may impact us in the
categories identified on the worksheet.  In some cases, there may be no potential impact in one
or more categories.  If there is an impact, record it in the “Descriptions of possible losses”
column next to the applicable impact category.


Next, for each loss or event and resulting impact identified, determine and enter esti-
mates of frequency (How often is this loss or adverse event expected to occur?) and severity
(How significant will the loss, damages, or other adverse result be to us or the community?)  in
the “Frequency and severity estimates” column.  Enter frequency and severity estimates as
either “high” or “low.”  Feel free to include a summary of any information you relied upon to
reach this estimate, although you are not required to do so.


Finally, enter in the column headed “Comments and potential strategies” any comments
you have about the impacts identified, and any strategies you believe may be useful to reduce
these impacts.


If you have no knowledge of the particular risk source or the impacts, enter “NK” in the
space provided.  For risks that you know to be inapplicable, enter “NA.”
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Attachment 4: Risk Map Instructions
Use the frequency and severity rankings from the team consensus Frequency and Severity Worksheet
to plot each risk/impact combination by its number and letter in the appropriate frequency/severity
quadrant of the risk map.  (See the model risk map below)  The letter and number representing a
risk/impact combination that produces high frequency and high severity losses would be placed in
the top right quadrant; the letter and number of a risk/impact combination that produces low
frequency and low severity losses would be placed in the lower left quadrant.


The risk/impact combinations may be plotted by letter and number only, with a key for interpre-
tation, or may include a brief description of the category.  The sample includes plotting with a
brief description.


A risk/impact combination may include a number of different types of loss, which may have
different levels of frequency and severity.  To simplify the mapping process and avoid multiple
entries for each category, it may be best to include the risk/impact combination in the quadrant
where its frequency and severity is the greatest.  Another approach is to create subcategories,
record them in the appropriate quadrants, and provide a key for identification.  The entity may
adapt the approach to best suits its needs.
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Attachment 4
Sample risk map


Upper left quadrant Upper right quadrant


(High severity/low frequency risks) (High severity/high frequency risks)


Lower left quadrant Lower right quadrant


(Low severity/low frequency risks) (Low severity/high frequency risks)
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Appendix B


Risk Financing Considerations and Alternatives
A crucial part of managing a public entity’s risks is deciding how to finance those that it cannot
avoid, reduce, control, or transfer by means other than insurance. Because no productive activ-
ity can be made entirely free of risk, virtually every operation undertaken by a public entity has
a degree of risk that must be financed. To make informed decisions about risk financing, an
organization must first identify its risk financing needs, then assess its ability to meet those
needs through internal resources.


Like the broader risk program of which it is a part, no risk financing program can
succeed without continuous monitoring and updating. Changes in the organization’s services,
operations, personnel, property, financial resources, and in the insurance market, among other
variables, will require continual adjustments to the risk financing program. The costs and ben-
efits of the risk financing program should also be regularly monitored. If costs of the current
program outweigh benefits, the organization should research its options and make changes.


Risk financing methods fall into two broad categories: risk retention and risk transfer.
Risk retention means that the organization maintains financial responsibility for all or part of a
loss; forms of risk retention include self-insurance (planned and unplanned) and self-insured
retentions or deductibles. As a risk financing (rather than a risk reduction) mechanism, risk
transfer eliminates potential financial responsibility for a loss through purchase of an insurance
contract. The public entity pays a premium; in return, another organization accepts responsibil-
ity for paying certain types of the entity’s losses.


Risk Retention
Public entities retain risk when they plan to fund losses either wholly or partially with their own
resources. Risk is wholly retained if there is no outside financing whatsoever for a loss; it is
partially retained if, for example, (1) the organization secures coverage that includes deductibles
or self-insured retentions,1 or (2) the organization’s potential losses exceed the limits of its cover-
age. Both deductibles and self-insured retentions specify the amount of a covered loss that the
insured must pay before the insurance provider becomes responsible for any portion of a claim.
Retaining some risk through a deductible or a self-insured retention generally results in lower
premiums than are associated with insurance that pays the first dollar of any covered claim.


Risk may be retained for several reasons. A public entity may intentionally retain financial
responsibility for some of its losses, especially losses of low severity, in order to reduce or eliminate
insurance premiums. For example, a local government may decide that small and routine losses—
such as damage to its motor vehicles—will be paid from a special fund set aside for this purpose
rather than through insurance. Or it may decide to contract for insurance that carries a large deduct-
ible, which will result in lower premiums but still limit the losses that can arise from damage to a
vehicle. Risks with unpredictable and potentially large damages, such as those resulting from per-
sonal injury, are less appropriate for complete retention; however, an organization may decide to
accept a large deductible or self-insured retention in exchange for a significantly lower premium.


An organization may unintentionally retain risks simply because it has not identified
them or is unaware that those risks are excluded from its insurance. Organizations in this poten-
tially dangerous situation are described as uninsured “by default”: they retain financial respon-
sibility for risk without having considered how the potential losses may be avoided, reduced,
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controlled, or transferred, and without having analyzed the possible impact of large losses on
their financial stability or ability to deliver services. The risk identification and assessment
process described in this guide is important precisely because it can help protect organizations
from unknowingly retaining financial responsibility for potentially catastrophic losses. Equally
important is the careful review of the organization’s insurance policies, to ensure that the appro-
priate staff members are aware of the types of loss that are excluded from coverage.


Finally, risks may be retained because they are not insurable. For example, a local
government cannot insure against the possibility that the state government will eliminate a
major source of local tax revenue. This risk can be managed, however, through various means—
such as identifying alternative revenue sources—or lobbying the state legislature.


Self-insured and uninsured organizations generally use one or more of the following
methods to finance risk:


• Treating losses as expenses and funding them out of the regular operating budget or through
the sale of assets. For losses that are uninsured by default, this may be the only possible
course of action.


• Creating a special fund to pay for qualified losses.


• Obtaining a line of credit at a financial institution for a preapproved loan to pay for losses.


• Funding only a predetermined level of losses by purchasing insurance with a significant
self-insured retention.


To make a decision about retaining insurable losses, an organization should first deter-
mine whether it is legally required to buy insurance. For example, many states require purchase
of insurance for automobile liability and workers’ compensation risks, although some states
allow qualified self-insured plans that meet state-mandated requirements.


The organization must also identify and analyze its risks to determine which ones it is
financially able to retain. This necessary but difficult task involves estimating the entity’s po-
tential losses before they happen. As a rough guide, it may be helpful to know that very few (if
any) organizations can afford to completely self-insure; generally speaking, the most commonly
self-insured risks involve low severity and either low or high levels of frequency—that is, risks
that are predictable and pose little danger of catastrophic loss. Entities rarely self-insure against
losses that could significantly affect financial stability or service delivery.


The organization should also compare the costs of insuring a risk against the costs of
retaining it. For example, in addition to paying the amounts owed on claims, a public entity that
retains risk must bear the cost of maintaining a staff (or hiring a contractor) to investigate and
pay the claims; it may also have to obtain stop-loss insurance to protect against unusually bad
losses. If an organization has a low-severity risk that is expected to produce a $2,000 loss twice
over a ten-year period, but the annual insurance premiums for the loss would be $3,000 to
$5,000, it may be more cost-effective to retain the risk than to buy insurance. On the other hand,
if the severity of a loss can vary widely, the organization might consider purchasing insur-
ance—perhaps with a high deductible or self-insured retention—to protect itself from an unex-
pectedly bad loss or series of losses.


Risk Transfer through Insurance
A public entity can transfer financial responsibility for some risks by purchasing insurance from
commercial insurance carriers, from risk purchasing groups and associations, or from group
self-insurance pools serving their area. Many public entities are required by law or administra-
tive procedure to comply with certain procurement practices when purchasing insurance. These
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requirements vary from state to state and may control how a public entity obtains quotes: how
many quotes must be obtained; how the quotes are to be evaluated; which insurance carriers are
eligible to do business with public entities; and whether a public entity can obtain insurance
through one designated insurance agent or broker or must use the request-for-proposal process.2


Before purchasing insurance, the appropriate staff must be closely familiar with the procure-
ment laws applicable to their jurisdiction.


Commercial Insurance Carriers


Many public entities purchase some form of insurance from commercial insurance car-
riers. Some commercial insurance companies, known as “direct writers,” sell insurance
directly to the public. Although an agent or broker is not necessary to obtain insurance
through a direct writer, it may be beneficial to hire an insurance advisor (an agent,
broker, or consultant) unless the organization has independent expertise on staff about
purchasing insurance and can determine whether the coverage and price meet the entity’s
needs. Other insurance companies work only through agents or brokers, who are usu-
ally paid a commission by the insurance company or a negotiated fee by the entity.
Some types of commercial insurance can be priced, purchased, or both via the Internet,
either from direct-writing companies or through agents or brokers. These services were
originally available only for small, standardized risks, such as automobile liability, but
their scope is expanding.


To make informed decisions about the organization’s insurance program, the
staff involved in selecting insurance must understand precisely what insurance will be
provided for the premium paid. Because the policy terms, conditions, and exclusions
can differ significantly among different carriers in some types of insurance, the policy
with the lowest premium may not be the best value. The coverage provided by an inex-
pensive policy may be much narrower than that provided by a more expensive policy,
or the carrier may be less financially stable. To ensure that the organization is receiving
a good value, the responsible staff should (1) obtain proposals and a sample policy (or
other description of policy provisions) from more than one source; (2) carefully exam-
ine the terms, conditions, and exclusions of each policy; and (3) research the financial
stability of each carrier. One useful analytical tool (and demonstration tool, if the re-
sults will be presented to a decision maker who has the authority to purchase) is to
create a table that compares, point for point, the important aspects of each proposal.


Ideally, a staff member who is familiar with the issues and who represents only
the interests of the public entity can provide internal expertise on the purchase of insur-
ance. An organization that does not have such a resource on staff can gather informa-
tion from sources such as the following:


• The organization’s insurance representatives—agents, brokers, or the broker’s loss-
control and safety engineers (typically free of charge; included in the premium).


• Outside or staff legal counsel (may involve a fee; may or may not have insurance
expertise).


• An independent risk management consulting firm (typically a fee for service).


• Staff from surrounding jurisdictions who can describe how other public entities are
addressing risk management and insurance issues (free of charge, and often very
useful).


• Internet sites that offer information on risk management for public entities (some
are free, some have a charge).
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• Nonprofit organizations that address public risk management issues (some are free,
some require membership or charge a fee).


• Local business and manufacturing community representatives with experience in
insurance purchase.


An advisory committee comprised of representatives from some of the above catego-
ries can be very helpful to public entities without significant internal expertise.


If the organization is relying on the expertise of insurance agents, brokers, or
independent consultants (third parties with no direct financial interest in the entity’s
program), it must have a good relationship and an effective channel of communication
with these insurance representatives to ensure accurate transmission of information.
More important, the organization must have trust in the representative’s loyalty to the
entity’s interests and confidence in the representative’s professional judgment.


Risk Sharing Pools


A public entity that is considering purchasing traditional insurance may also consider public
risk-sharing pools. These are associations of public entities with similar functions that have
banded together to share risks by creating their own insurance vehicles. Pools sometimes
structure themselves or their programs as group insurance purchase arrangements, through
which individual members benefit from the group’s collective purchasing power.  Members
pay premiums, which (1) fund the administrative costs of operating the pool, including
claims management expenses and (2) pay members’ covered losses.


Pools can provide significant advantages to their members. For example, they offer
insurance that is specific to public entities at premiums that are generally stable and afford-
able. Many pools also offer additional benefits and services at little or no extra charge,
including advice on safety and risk management; seminars on loss control; updates on changes
in the insurance industry; and property appraisal and inspection. Some pools offer members
the opportunity to receive dividends for maintaining a good loss record.


Some membership organizations for public entities sponsor pools or endorse insur-
ance products that are then marketed to their members. However, sponsorship or endorse-
ment by a membership organization does not guarantee that the insurance is broad enough
to meet the needs of a given entity or that the insurance provider is financially stable. A
public entity must apply the same due diligence to a consideration of these programs that it
would apply to a comparison of available commercial insurance programs.


1 The primary difference between a deductible and a self-insured
retention is that a deductible amount counts against the total limits of
coverage provided by the policy, reducing total coverage, whereas a
policy that includes a self-insured retention provides limits of coverage
in excess of the self-insured retention, so that the amount payable
under the policy is not reduced by the amount of the retention.


2 Preparation of requests for proposals and insurance specifications is
beyond the scope of this guide. Risk managers for larger jurisdictions
in the same state are a good source of information on requests for
proposals and insurance specifications.
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Appendix C


Potential Loss and Impact Summaries











1. Natural Hazards


Some Risk Sources:
❏ Winter Storm
❏ Earthquake
❏ Landslide, Mudslide
❏ Sinkholes
❏ Erosion
❏ Windstorms
❏ Hurricanes
❏ Tornadoes
❏ Thunderstorms and Lightning
❏ Wildfire
❏ Flood
❏ Tsunami
❏ Volcanic eruptions
❏ Drought
❏ Heat


Possible Losses or Adverse Results:
❏ Damage to public and private buildings and infrastructure
❏ Disruption of transportation
❏ Disruption of utilities (gas, electricity, water, sewers)
❏ Disruption of communications
❏ Disruption of food supply
❏ Disruption of entity revenues
❏ Disruption of entity services and disaster response activities
❏ Dislocation of families
❏ Disruption of emergency medical care
❏ Environmental contamination
❏ Opportunistic criminal activity
❏ Injury of citizens and employees
❏ Fires and explosions
❏ Release of hazardous materials into environment
❏ Loss of/inability to mobilize public workforce
❏ Loss of/inability to access public equipment
❏ Loss of computer based information


Possible Strategies:
❏ Assess and determine vulnerability to natural hazard events
❏ Adopt written emergency action plan, have it available on short notice, and


practice it regularly
❏ Assign disaster responsibilities to specific employees in advance
❏ Enter into mutual aid agreements with other entities for potentially disrupted


or overwhelmed services
❏ Pre-arrange financing for disaster response activities
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❏ Pre-arrange with vendors for emergency equipment, supplies, and additional
workers


❏ Adopt and publicize evacuation plans
❏ Adopt plan for coordinating state and federal disaster relief
❏ Include natural hazard vulnerability and mitigation techniques in initial


development and post-disaster redevelopment decisions
❏ Prepare contingency plans for shelter of displaced citizens
❏ Adopt building code requiring disaster resistant construction


C-2 Risk Identification and Analysis: A Guide for Small Public Entities







2. Contracts and Legal Relationships
Some Risk Sources:


❏ Contracts for entity purchase or supply of goods and services
❏ Contracts to perform or receive construction services
❏ Award of franchises (example: cable television)
❏ Real estate leases (lessor or lessee)
❏ Real estate purchase or sale
❏ Contracts of easement
❏ Contracts for joint use of owned or non-owned facilities
❏ Contracts to jointly operate program with another entity
❏ Equipment and motor vehicle leases
❏ Notes, mortgages, and loans
❏ Mutual aid agreements
❏ Grant agreements
❏ Insurance contracts
❏ Employee credit/purchasing cards for which entity is responsible
❏ Contracts with vendors that allow entity employees access to “government


rates” for personal purchases (example: cellular telephone service)


Possible Losses or Adverse Results:
❏ Failure to comply with mandatory procurement practices
❏ Civil rights violations
❏ Contract executed beyond entity authority
❏ Third party default on contract with public entity
❏ Contractor/vendor/franchisee provides defective goods or services
❏ Public entity vicarious liability for contractor/vendor/franchisee actions
❏ Public entity default on contracts and agreements
❏ Public entity liability for providing defective goods or services
❏ Cost overruns on construction projects
❏ Damage to property leased by public entity
❏ Entity’s insurance contracts fail to cover its insured losses
❏ Contracts (including insurance) lost or destroyed and cannot be enforced
❏ Employee credit/purchasing card is lost or stolen by a third party and used


for non-entity transactions
❏ Employee misuse of credit/purchasing card
❏ Entity liability for employee default on obligations incurred under


“government rate” purchasing plan for personal services


Possible Strategies:
❏ Conduct risk management/legal review of all contractual relationships
❏ Conduct legal review of purchasing procedures
❏ Include indemnity/hold harmless clauses and insurance requirements in


entity contracts
❏ Require ongoing, documented compliance with contractual insurance


requirements
❏ Include surety and performance bond requirements in contracts where


appropriate
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❏ Perform due diligence investigation of potential contract partners to
determine solvency and ability to fulfill contractual obligations


❏ Include in contracts language assigning responsibility for cost overruns
❏ Implement loss prevention/quality assurance program to ensure high quality


of entity provided goods and services
❏ Make advance financing arrangements for entity liability arising from


contractual relationships
❏ Ensure that entity satisfies all contractual or lease requirements for insurance


or performance/surety bonds
❏ Conduct thorough review and analysis of entity’s insurance coverage and


other risk financing mechanisms at least annually
❏ Keep all current and past insurance policies safe and accessible
❏ Conduct regular actuarial review of self-insured programs
❏ Establish and enforce security, appropriate use and reporting procedures and


requirements for all purchasing/credit cards issued to employees
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3. Financial Operations
Some Risk Sources:


❏ Financial transactions
❏ Investment of entity funds
❏ Cash handling
❏ Dependence on state or federal revenue sources
❏ Entity bond rating
❏ Entity credit rating
❏ Community economic conditions
❏ Value of real estate or other community tax base
❏ Financial records
❏ Citizen records


Possible Losses or Adverse Results:
❏ Reduced revenues


(examples: devaluation of tax base, economic recession, loss of state, federal or grant funding
for projects or activities, reduced income from investments)


❏ Inability to sell bonds
(examples: loss of community support for bond issues, reduction in bond rating)


❏ Inability to borrow funds
❏ Loss of entity funds through theft/embezzlement/negligence
❏ Loss of entity funds through bad investments
❏ Loss or alteration of financial records
❏ Unauthorized transfer of entity funds via computer
❏ Violation of citizen right to privacy and confidentiality


Possible Strategies:
❏ Implement and enforce system of internal financial controls
❏ Implement and enforce system of controls for investment of entity funds
❏ Provide adequate security at entity locations handling cash
❏ Provide adequate security for hard copy and computer based financial


records
❏ Provide adequate security for any computer site used by the entity to conduct


its financial transactions and transfer funds
❏ Provide adequate security for citizen financial records
❏ Back up of financial records
❏ Promote economic health and desirability of the jurisdiction where the entity


is located
❏ Stay aware of state and federal initiatives that may impact revenue sources,


and develop contingency plans to replace those sources
❏ Ensure adequate performance on projects funded by federal, state, or other


sources
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4. Misconduct by Public Officials and Employees
Some Risk Sources:


❏ Criminal acts by public officials or employees
❏ Sunshine/open meetings laws
❏ Conflicts of interest
❏ Gifts to public officials or employees


Possible Losses or Adverse Results:
❏ Litigation; attorney’s fees and verdicts or fines
❏ Reduced desirability of jurisdiction as a place to locate; reduced property


values; reduced tax base; reduced economic health
❏ Citizen dissatisfaction and refusal to approve bond issues and other


initiatives


Possible Strategies:
❏ Train public officials and employees about their legal and ethical obligations


Risk Identification and Analysis: A Guide for Small Public Entities C-7











5. Acts or Omissions by Third Parties
Some Risk Sources:


❏ Third party criminal acts or threats of criminal acts
❏ Third party negligent acts
❏ Third party events held on public property
❏ Third party environmental contamination
❏ Government preparation for and response to third party acts


Possible Losses and Adverse Results:
❏ Damage to public or private property
❏ Contamination of public or private property
❏ Loss of public property or funds
❏ Injury or death of public employees
❏ Injury or death of citizens
❏ Disruption of local economy due to widespread property damage
❏ Entity costs of responding to impact of third party criminal acts on


community
❏ Damage to/loss of entity’s computer data and records
❏ Damage to entity’s reputation and desirability of jurisdiction
❏ Repeated disruption of entity operations in response to threats of criminal acts
❏ Entity liability for failure to adequately prepare for, or respond to, third party acts
❏ Liability for injury to citizen resulting from third party event on public property


(examples: food poisoning, alcohol related accidents, inadequate security, fireworks accidents,
amusements and rides, hazardous condition of premises)


Possible Strategies:
❏ Adopt and practice contingency plans to prevent and control impact of third


party actions on the community, and to provide emergency support during
and after the event
(examples: terrorist attack, bombing, takeover of government or private installations, jail riot,
school shooting, environmental contamination event)


❏ Assess and, if necessary, increase security at public entity locations for the
entity’s personnel, systems, and property


❏ Assess security at major private facilities locations where a terrorist act could
endanger the broader community and, if necessary, help the facility increase
security


❏ Work with law enforcement officials to establish procedure for responding to
threats of criminal acts


❏ Provide adequate security for government computer installation and data
❏ Require third parties to provide proof of adequate insurance coverage for


liability arising from their events held on public property, including liquor
liability, if applicable


❏ Train public employees how to address third party criminal behavior they
may confront in their jobs
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6. State or Federal Laws or Regulations
Some Risk Sources:


❏ Changes in laws or regulations or changes in their enforcement
(examples: civil rights, election, privacy rights, employment -see #12 Workforce, land use
planning authority, law enforcement practices, local government accounting and investment
practices, public health, social services/welfare, environmental, disaster recovery resources,
human rights, taxing authority, waste disposal)


Possible Losses or Adverse Events:
❏ Reduction of revenues
❏ Increased costs of operation
❏ Increased documentation/paperwork
❏ Reduced time for employees to deliver services
❏ Change in or elimination of activities or services
❏ Creation of unexpected liabilities for prior legal acts
❏ Fines and penalties
❏ Increased civil judgments


Possible Strategies:
❏ Monitor legislative and regulatory initiatives
❏ Present entity’s position to legislators and regulators when appropriate
❏ Prepare in advance for compliance


Risk Identification and Analysis: A Guide for Small Public Entities C-11











7. Economic Conditions
Some Risk Sources:


❏ Negative changes in general or local economic conditions
❏ Inflation
❏ Increase in interest rate


Possible Losses or Adverse Results:
❏ Erosion of value of government assets
❏ Unexpected increase in cost of resources and supplies entity needs to provide


services necessitating reduction of government services provided
❏ Increased difficulty or cost of borrowing funds and selling bond issues
❏ Relocation of citizens and business to other jurisdictions with fewer


economic problems


Possible Strategies:
❏ Identify and address emerging economic problems in the community
❏ Advance contracts for resources and supplies needed by government to


provide services
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8. Government Activities and Services
Some Types of Activities and Services:


❏ Governing functions
(examples: adoption of ordinances and regulations, taxation, licensing and permits, land use
and zoning, registration and titles, building codes, fire codes)


❏ Management and administrative functions
(examples: personnel, purchasing, legal, finance, risk management, fleet management,
grounds and building maintenance, record keeping)


❏ Communications with the public
(examples: advertising events, materials promoting the jurisdiction, web site content,
warnings, notice of public meetings, statements to the media, e-mail, letters, newsletters and
articles)


❏ Operation of equipment and machinery
(examples: aircraft, motor vehicles, construction equipment, watercraft, mobile equipment)


❏ Transportation
(examples: airports, train stations, bus stations, public transit systems)


❏ Recreational facilities and activities
(examples: amusement parks, athletic facilities, auditoriums, beaches, campgrounds, golf
courses, ice skating rinks, marinas and docks, parks, playgrounds, recreation centers, shooting
ranges, summer camps, skateboard/rollerblade facilities, sporting events, swimming pools and
water parks, winter sport/skiing sites, zoos)


❏ Educational facilities
(examples: schools, libraries, museums)


❏ Public safety
(examples: law enforcement, parking enforcement, animal control, fire and rescue, disaster
response, emergency medical services, jails and correctional facilities, vehicle impound
facilities)


❏ Public infrastructure
(examples: highways, streets, sidewalks, bridges, culverts, tunnels, sewage collection and
treatment, stormwater collection, dams)


❏ Refuse and recycling
(examples: incinerators, recycling plans, landfills, garbage dumps, refuse and recycling
collection)


❏ Public health
(examples: cemeteries, public hospitals and clinics, school nurses, health department,
vaccination programs, mental health programs, substance abuse programs, residential
programs)


❏ Social services
(examples: day care for children and elderly, public housing, homeless shelters, welfare, foster
care, child protective services, senior services)


❏ Public buildings and premises
(examples: existing buildings, new construction projects, parking facilities, vacant buildings,
unimproved land)


❏ Public utilities
(examples: water, electricity, gas, nuclear)


❏ Professional services and activities
(examples: physicians, psychologists, accountants, lawyers, architects, engineers, information
technology, nursing, dental, physical and occupational therapists, teachers)


❏ Courts and juvenile justice system
❏ Hazardous materials use
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Some Possible Adverse Results:
❏ Liability for bodily injury or property damage due to unsafe condition of


publicly owned or occupied buildings
(examples: unsafe walking surface conditions, inadequate lighting and security, overcrowding
and lack of crowd control, lack of fire and building code compliance, contamination with
hazardous materials (lead paint, asbestos, PCB’s), infestation with vermin, plumbing and
electrical system malfunction)


❏ Liability for bodily injury or property damage due to unsafe condition of
public infrastructure and grounds
(examples: unsafe walking and driving conditions (surface damage, missing manhole covers
and grates), unsafe road design (banking, visibility, railings, emergency shoulders, drainage),
inadequate lighting, inadequate signage, inadequate hazard warnings, malfunctioning traffic
signals, failure to clear after storm, falling trees and other objects, unsafe design or condition
of playground or other outdoor recreational sites, drowning hazards, overcrowding and lack of
crowd control, inadequate spectator protection, inadequate supervision (such as lifeguards for
pools and beaches), inadequate severe weather contingency plans for outside recreational areas
(such as beaches, pools, golf courses, camp grounds)


❏ Liability for bodily injury or property damage at construction sites
(examples: adjacent property, underground utilities and resulting disruption of service,
passersby, unsafe conditions of premises affecting building occupants, contractor and
subcontractor employees, suppliers and public employees)


❏ Liability for bodily injury or property damage arising from law enforcement
activities
(examples: excessive force (such as firearm, K-9, pepper spray/tear gas, use of handcuffs),
accidents during operation of police vehicle (including hot pursuit, response to officer in
distress), assault and battery; inmate injury.)


❏ Liability for bodily injury or property damage arising from fire and rescue
and emergency medical services
(examples: failure to dispatch timely, failure to deliver services, accidents during operation of
fire engine/ambulance, lack of consent to treat or transport, failure to follow medical
protocols, failure of equipment, injury of citizens during rescue/treatment, medication errors)


❏ Personal injury liability
(examples: false arrest, detention or imprisonment, malicious prosecution, wrongful eviction,
defamation (slander or libel exposing a person to ridicule, scorn or contempt),  and invasion of
privacy)


❏ Liability for discrimination/violation of civil rights/abuse of discretion
(examples: discrimination based upon age, disability, gender, national origin, personal views,
pregnancy, race, religion, sexual orientation or other categories protected under state or federal
law. Includes discrimination in access to public facilities and programs, public employment,
law enforcement activities, obtaining licenses and permits, planning and zoning decisions.
Also includes free speech and privacy issues in various settings.)


❏ Liability for bodily injury or property damage due to operation of aircraft,
watercraft, motor vehicles, public and school transit systems and mobile
equipment
(examples: liability for bodily injury and property damage arising out of the use of owned,
non-owned and hired equipment, unlicensed operator, inadequate operator training,
inadequate background check/reference check for operator, intoxication of operator)


❏ Food service
(examples: food poisoning, foreign object in food, unanticipated closure of facility due to
unsanitary conditions or infestation)


❏ Liquor service
(examples: host liquor liability for actions of guests/patrons served, license to serve, private
events on public property, server inadequately trained, service to minors)


❏ Failure or disruption of public services delivery
(examples: utilities, sewer back-ups, water, refuse collection, storm clean-up, social services,
residential and clinical health services, hospitals, welfare benefits, public housing and
homeless shelters)







❏ Environmental contamination
(examples: under ground and above ground storage tanks, vehicle accidents, pipelines, waste
disposal, incinerators, landfills, sewage overflow, water treatment plant malfunction, release of
contaminants in building components and systems (Asbestos, PCB’s, Halon, Chlorine)


❏ Schools
(examples: student bodily injury, student privacy and confidentiality, student discipline,
student speech, student and non-student on-campus violence, school social events, lack of
parental consent and waiver for off campus activities, student Internet access, physical or
sexual abuse of students by staff or other students )


❏ Damage to/loss of property of others in custody of government
(examples: arts works and museum pieces on loan, impounded motor vehicles, personal
effects at jail, leased equipment and motor vehicles)


❏ Professional liability
(examples: failure to comply with standard of care in the profession, lack of informed consent
for medical services)


Possible Advance Preparation:
❏ Hire responsible, well-qualified workforce and keep turnover low


(include: appropriate investigation of incoming employees who will work with children, the
elderly, or the mentally disabled; verification of job history, credentials and licensure;
reference checks; skills testing; and other investigation as indicated by the requirements of the
position)


❏ Adopt and require employees to follow appropriate standard operating
procedures
(review standard operating procedures periodically to ensure that they remain effective and
relevant, and revise if not)


❏ Require ongoing, job specific training for all employees
(include: loss prevention and quality of service issues, thorough and accurate recordkeeping
procedures, safe operation of motor vehicles, safe operation of heavy equipment and trucks,
job specific standard operating procedures, good relations with citizens, what to do when an
accident or injury occurs )


❏ Conduct regular and thorough safety inspections of public premises and
correct identified problems
(include: periodic, documented inspections by risk management, safety personnel, or other
employee external to the operation; frequent, documented inspections by supervisory
personnel within the operation; education of all employees in the operation to assume
responsibility for safety and address safety issues as they arise.  Include inspection of grounds
and outdoor recreation facilities and playgrounds.  Encourage employees to report problems
they observe with streets, sidewalks and other infrastructure; establish system for residents of
publicly owned housing to report problems)


❏ Ensure adequate security for public premises
(include: security to prevent criminal acts and ensure adequate crowd control at publicly
sponsored events and privately sponsored events on public property, as needed for various
government operations, after hours security for public buildings)


❏ Limit and carefully control use and storage of hazardous materials in public
operations
(include: compliance with federal and state OSHA and EPA regulations, substitute less
hazardous materials when possible, regularly check storage and use areas for potential leaks)


❏ Require sponsors of non-public events held on public property to provide
evidence of insurance or other financial responsibility for all potential losses
arising from the event
(include: general liability and coverage for hazardous activities that may require specialized
coverage, such as fireworks.)


❏ Properly inspect and maintain all equipment and vehicles used in conjunction
with public operations
(include: motor vehicles, buses, mobile and non-mobile equipment, medical equipment,
playground equipment, athletic equipment, power tools, ladders, ventilation equipment)
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❏ Train all employees about requirements of laws relating to discrimination and
civil rights
(include: specialized training of employees who hire other public employee, training of all
employees to avoid discrimination and civil rights violations against fellow employees and
citizens.)


❏ Develop contingency plans to ensure continuation of public services and
operations
(include: post disaster, disruption of lifeline services, disruption of supplies to public agencies,
lack of employee availability, inadequate equipment or workforce)


❏ For all construction projects, confirm potential contractors’ ability to conduct
the project in a safe and responsible manner, in compliance with state and
federal laws and regulations.
(examples: OSHA compliance, “Before You Dig” precautions relating to underground utilities,
safeguarding of adjacent property and passersby, dealing with asbestos and lead during
renovation of existing older buildings)


❏ Form a public risk management committee with representatives from all
public operations


❏ Develop a system for documentation, reporting, and review of all accidents,
injuries, and potential liability causing events, and for implementing any
required corrective action


❏ Ensure that the governing board has appropriate legal advice to support its
exercise of governmental functions







9. Dependence on Outside Resources
Some Risk Sources:


❏ Dependence on utilities
(examples: electricity, natural gas, oil, water supply)


❏ Dependence on communications networks
(examples: telephone service, cellular/digital telephone service, 911 service and dispatch
system, two way radios)


❏ Dependence on suppliers of commodities
(examples: food, gasoline, medical supplies)


❏ Dependence on contractors for emergency services
(examples: snow plows and tree trimming for post-storm street clearing, environmental
cleanup services for accidental spills)


❏ Dependence on mutual aid agreements


Possible Losses or Adverse Results:
❏ Impact of resource unavailability on ability to deliver public services
❏ Impact of unexpected price increase on ability to deliver services
❏ Impact of sudden increase in demand on ability to deliver services
❏ Citizen bodily injury or property damage


Possible Strategies:
❏ Contingency plans for delivering services despite resource disruption
❏ Identify critical operations and prioritize them to receive supplies
❏ Make resource back up arrangements in advance


(example: provide generators and alternative water supply for hospitals and jails)
❏ Long term contract for purchase of energy utilities at fixed price
❏ Contract with multiple resource providers suppliers to avoid relying on a


single source
❏ Mutual aid agreements with multiple neighboring jurisdictions
❏ Arrange with vendors and suppliers in advance for equipment and supplies


required to respond to emergency conditions
❏ Adequate security at utilities and water treatment plants
❏ Confirm that potential resource providers have adequate contingency plans to


minimize disruption of their operations
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10. Property Loss
Some Risk Sources:


❏ Public buildings
❏ Publicly owned utilities


(examples: natural gas, electric, water treatment, sewers)
❏ Publicly owned incinerators and landfills
❏ Construction projects
❏ Public infrastructure


(examples: highways, streets, sidewalks, bridges, culverts, tunnels, sewage collection and
treatment, stormwater collection, signs, dams)


❏ Recreational sites and equipment
(examples: amusement parks, athletic facilities, beaches, campgrounds, exercise equipment,
golf courses, ice skating rinks, marinas/docks, parks, playground equipment, shooting ranges,
skateboard/rollerblade facilities, swimming pools, winter sports sites, zoos)


❏ Valuable objects
(examples: art works, antiques, zoo animals, valuable books and papers)


❏ Motor vehicle fleet
❏ Watercraft
❏ Aircraft
❏ Mobile equipment


(examples: forklifts, road maintenance, mobile command centers, refuse and recycling
collection, fire and rescue trucks and equipment, ambulances)


❏ Police weapons
❏ Buses


(examples: school, public transit, transportation of citizen-client groups)
❏ Animals


(examples: police dogs, zoo animals, police horses)
❏ Property leased or borrowed from others


(examples: art works, zoo animals, leased motor vehicles or other equipment)
❏ Computer technology


(examples: personal computers, main frame computers, laptop computers, palm pilots, data
and media, software, website)


❏ Business records
❏ Communications technology


(examples: antenna, satellite dishes, cellular phones, portable radios, phone systems)
❏ Vacant publicly owned buildings
❏ Vehicle impound facilities
❏ Trees


Possible Losses or Adverse Results:
❏ Public building or facility damage or total loss; repair or replacement cost


(examples: fire, boiler or machinery failure, explosion, failure of water pipes or sprinkler
system, criminal activity, natural hazard or extreme weather damage, failure of electrical
system, third party negligence, obsolescence)


❏ Inability to use public building or facility to deliver government services
(examples: physical loss or damage, utility or service disruption, inaccessibility, contamination
with hazardous materials -chemicals, asbestos, lead, biohazards etc.)


❏ Extra expense to continue providing government services without public
building
(examples: cost of renting temporary substitute premises and equipment; cost of expediting repairs)


❏ Loss of or damage to other public equipment and furnishings
(examples: repair or replacement costs, extra expense pending repair or replacement)
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❏ Revenue lost on damaged/destroyed public property leased to others
❏ Loss of/damage to valuable objects


(examples: replacement cost, repair and restoration cost, expedited restoration of deteriorating
objects - wet paper or cloth, for example)


❏ Loss of/damage to motor vehicle, bus, watercraft, aircraft, mobile equipment
(examples: individual vehicle accident or damage - cost of repair or replacement, damage or
destruction of major portion of fleet or unique equipment - cost of repair or replacement and
cost of temporary replacement if needed to continue delivery of services)


❏ Property leased or borrowed from others
(examples: cost of repair or replacement, for leased items, lessor’s loss of rental income while
under repair.)


❏ Computer technology
(Examples: cost of repair or replacement of hardware due to damage, loss or obsolescence;
sabotage or theft of data by hacker or employee; cost to restore software and data; extra
expense to replace resources pending replacement or repair)


❏ Business records
(examples: cost of restoration of records, lost or delayed revenue)


❏ Publicly owned incinerators and landfills
(example: environmental contamination from refuse)


❏ Public infrastructure: loss of use or reduced capacity
(examples: damage due to natural disaster, failure to maintain leading to more rapid
deterioration)


Possible Strategies:
❏ Fire alarm and sprinkler systems; fire extinguishers; fire resistant


construction when feasible
❏ Regular and documented fire drills
❏ Regular inspection of premises for fire hazards
❏ Maintain thorough and accurate inventory of building contents with values
❏ Regularly assess condition of water supply and waste pipes and address


maintenance issues
❏ Assess security needs of each building, both during the work day and after


hours, and implement appropriate building and perimeter security
precautions


❏ Regular inspection of boilers and machinery
❏ Assess and control for hazards posed by operations on adjacent property
❏ Assess susceptibility of location to natural hazard events before building


(examples: wildfire, flood, earthquake, landslide, sinkholes, hurricane, tsunami, windstorm)
❏ Construct or retrofit buildings to withstand reasonably expected natural


hazards events
❏ Conduct due diligence investigation of all property for environmental


contamination before acquisition
❏ Train all employees about fire safety issues presented in their operations
❏ Conduct routine maintenance of public infrastructure
❏ Business records: hard copy and computer


(example: regular, off-site back up of software and data; advance planning for restoration)
❏ Computer technology


(examples: regular inventory and labeling of equipment, sign out policies for portable
equipment, surge protection, internal access to system areas limited to need, security against
unauthorized internal and external penetration, off-site back up of all software and data, limit
employee access to Internet to employees with a business need, regularly update virus
protection, train employees about virus hazards, establish and enforce written procedures
regarding use of computer and Internet technology.)
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❏ Identify in advance all hazardous materials used or stored on premises and
take appropriate action to avoid contamination of public facilities and land
with these materials
(examples: strictly enforced procedures for disposal of hazardous substances; regular
inspection of storage tanks and pipelines, ensure compliance of landfills and incinerators with
environmental regulations)


❏ Confirm licensure and/or appropriate training of all employees and
contractors operating motor vehicles, aircraft, watercraft, fire and rescue
equipment or other hazardous machinery on behalf of the public entity


❏ Consider lightning protection systems where needed to protect property, such
as rooftop mounted antennas and satellite dishes


❏ For construction projects, require appropriate financial security that
contractor will complete the project on time, within budget and in
compliance with project specifications, building and fire codes, and other
state and federal legislation and regulations


❏ Property of others held or used by public entity: reach agreement in advance as to
risk of loss during use, and make appropriate arrangements to finance any loss
(examples: works of art on loan, public safety equipment on loan)


❏ Plan for financing replacement or repair of damaged or destroyed property,
including property under construction; replacement of obsolete property and
equipment; and extra expense associated with continuing operations
following loss of, or damage to, business property
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11. Use of Technology
Some Risk Sources:


❏ Mainframe computers
❏ Network servers
❏ Desktop personal computers
❏ Laptop computers
❏ Internet
❏ E-mail
❏ Web site
❏ Cellular telephones
❏ Two way radio systems


Possible Losses or Adverse Results:
❏ Physical loss of equipment


(examples: fire, theft, power surges, sabotage, natural disasters, physical impact, environment,
viruses, obsolescence)


❏ Loss of data
(examples: theft, sabotage, malfunction, user error, viruses, crash due to power surges, hacker
attack)


❏ Breach of citizen privacy and confidentiality through unauthorized access to data
(example: outside party gains access to citizen credit card numbers, social security number, or
other personal data.)


❏ Breach of open meetings laws
(example: discussion of issues subject to open meetings laws in non-public forum such as e-mail)


❏ Employee e-mail use or contents create legal exposure
(examples: sexual harassment, discrimination, defamation, offensive content, transmission of
viruses, discovery in legal proceedings, lost productivity due to employee use for non-work
related purposes)


❏ Web site contents or operations create legal exposure
(examples: copyright infringement, trademark infringement, defamation, offensive material,
discriminatory material, violation of business model patents, virus transmission, links to other
sites without written permission, liability based on contents of  other sites to which entity web
site links, inaccurate or misleading content, prolonged lack of site availability for transactions
or informational purposes, errors in processing online transactions, release or theft of
confidential citizen information)


❏ Hacker attacks
(examples: disabling operation of site, insertion of objectionable material, deletion of material,
use of system by hackers to launch attacks against other sites)


❏ Employee Internet use
(examples: lost productivity due to employee use for non-work related purposes, employee
visits to objectionable sites, employee storage of objectionable material on entity computers,
potential breach of employees’ constitutional right to free speech by prohibiting non-work
related visits to some web sites but not others, use of entity cell phone for non-entity business,
use of Internet to order goods for employee’s personal use)


❏ Software loss or damage
(examples: obsolescence, physical destruction, destruction by computer malfunction,
destruction by virus)


❏ Software inadequacy
(examples: inadequate for purpose intended, incompatible with other systems)


❏ Software intellectual property issues
(examples: violation of commercial software licensure terms, ownership of source codes for
software designed for the entity. ownership of entity data in the computer systems of vendors)
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❏ Inability to deliver services due to technology failure
(example: inability to provide 911 police/fire and rescue services due to failure of supporting
technology, inability to process citizen payments of tax bills, fines etc.)


❏ Motor vehicle accidents due to cell phone or computer use while driving on
entity business


❏ Fraudulent transactions on e-government sites


Possible Strategies:
❏ Regularly back up and store data and software off-site in secure location
❏ Implement security measures for data and systems


(examples: internal security levels based on need to access, internal and external protection
against unauthorized access, monitoring of access, firewalls, restricted physical and remote
access, monitor system traffic for attempted breaches, identify and install manufacturer
patches to correct software vulnerabilities, encryption of sensitive citizen information)


❏ Protect computers against risks of physical loss or damage
(examples: surge protection, locking down equipment, especially laptops, strict sign out
requirements for laptops, require immediate reporting of loss or damage, thorough annual
inventory of equipment, appropriate workstations for equipment)


❏ Identify system vulnerabilities to outside access
(examples: use ethical hacker, monitor websites of software providers)


❏ Require appropriate identifying information for all e-government transactions
❏ Adopt contingency plans for continuing to operate and provide services


without technology
❏ Implement, train employees and officials about, and enforce policies and


procedures governing use of the Internet and e-mail
(examples: limit use to business use; prohibit e-mail content that is defamatory, obscene,
discriminatory, offensive or harassing; train and educate employees about policies and
procedures; train governing board members about e-mail issues, including Sunshine Laws;
train employees about viruses and e-mail attachments; train employees and officials about
discoverability of e-mail contents during litigation or under Freedom of Information Acts.)


❏ Avoid inappropriate postings or changes to web site
(examples: limit internal authority to make changes and postings to entity’s web site, prohibit
posting of materials on web site by any employees other than those authorized, appropriate
internal and external firewalls and security, train employees who have the authority to change
the web site about relevant legal exposures)


❏ Require employees to immediately report theft of any entity owned
technology equipment in their possession
(examples: cell phones, lap tops)


❏ Establish and enforce safety rules controlling use of cell phones or computers
while driving on entity business


❏ Centralize control of all software installation







12. Workforce
Some Risk Sources


❏ Employment practices
(examples: hiring, discipline, incentive programs, termination, turnover, retirement, right to
privacy and confidentiality, benefits)


❏ Volunteer workforce
❏ Independent contractors
❏ Worker substance use
❏ Employees or volunteers under age 18
❏ Employee recreational activities
❏ Worker injury or illness
❏ Workplace policies, procedures, and rules
❏ Employment of workers who are not American citizens
❏ Providing references for former employees
❏ Inadvertent creation of non “at will” employment relationship with


employees
❏ Employee pre-existing health conditions
❏ Employment related laws and regulations


Possible Losses or Adverse Results
❏ Fines or penalties for noncompliance with federal or state occupational safety


and health requirements
(examples: bloodborne pathogens, lockout/tagout, electrical work, lateral support for
excavation, tree trimming, walking surfaces and ladders, hazardous materials, recordkeeping
and posting, machinery guarding, respiratory protection, job safety analysis, confined space
entry, manual material handling, ingress and egress, first aid)


❏ Costs of employee work related injury or illness
(examples: workers’ compensation benefits, medical expenses, liability for employee injury
not covered by workers’ compensation, lost productivity during recovery, cost of replacing
skilled employee, employer responsibility for pre-existing health conditions)


❏ Liability for judgment and defense costs for employment practices litigation
(examples: discrimination in any facet of employment based on race, age, pregnancy, religion,
national origin, marital status, number of children, disability and other factors under state and
federal law; sexual harassment; failure to accommodate or other violations of Americans with
Disabilities Act; Family Medical Leave Act; breach of employee confidentiality or privacy)


❏ Litigation alleging defamation of employee
(examples: during disciplinary activities, post employment references)


❏ Liability to injured third parties for negligent hiring, training, supervision or
retention of employees
(examples: inadequately qualified, trained or supervised employee injures third party during
hazardous operations, employee intoxicated on the job injures third party)


❏ Losses from employee intentional acts against the employer or other
employees
(examples: theft, arson, pilferage, violent acts, harassment)


❏ Citizen dissatisfaction due to inadequate public services.
 (examples: inadequate hiring procedures, inadequate on the job training, inadequate pool of
potential employees, excessive turnover or early retirement due to lack of competitive pay and
benefits or unpleasant working environment)


❏ Penalties or liability for failure to properly administer employee benefits
(examples: failure to enroll or incorrect enrollment for benefits, failure to maintain benefits,
failure to provide notice about post-termination benefits continuation, negligent selection of
vendors for employee benefit plans, breach of fiduciary duty related to retirement plans)
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❏ Penalties for employing non-citizens in violation of federal immigration laws
❏ Non-employee work-related injury or illness


(examples: independent contractor without workers’ compensation insurance, volunteers)
❏ Costs of worker injury during after-hours recreational/fitness activity


(example: employee sponsored teams during non-working hours, law enforcement personnel
engaging in off duty exercise to maintain required physical fitness level)


❏ Liability to third parties for actions of independent contractor
(example: contractor operations damage property of or cause injury to third party)


❏ Liability to third parties for actions of volunteer
(examples: volunteer damages property of or causes injury to third party, volunteer abuse of
children, elderly or disabled in volunteer’s care)


Possible Strategies:
❏ Prepare written policies and procedures governing all aspects of the


employment relationship from hiring through post employment, and have
these policies and procedures reviewed and approved by legal counsel prior
to implementation, and train all supervisors and managers.
(examples: job advertising, job application, job interview, hiring, probation, family medical
leave, reasonable accommodation of employees with disabilities, supervision, discipline,
references for prior employees, off-duty recreational and fitness activities, substance abuse
testing for employees in sensitive or hazardous positions, benefits, termination, workers’
compensation procedures and prompt reporting of work related injuries, written records of
employment matters, confidentiality of employee information, due process in employee
discipline/termination proceedings)


❏ Prepare and periodically update written job descriptions for all positions,
including identification of essential functions of the job, and review for
compliance with the Americans With Disabilities Act.
(examples: identify essential functions of the job - what needs to be accomplished, not
precisely how it must be accomplished)


❏ Obtain professional analysis of any physical fitness standards required for
public safety personnel or other employees and verify that they are job
related and a matter of business necessity.


❏ Implement written policies addressing areas of employee activity that pose
potential problems; obtain review and approval of legal counsel before
implementation; and train employees.
(examples: sexual harassment, Internet and e-mail use, requirements for driving entity owned
vehicles, use of cellular phones while driving, use of passenger restraint systems while
driving, use of entity owned vehicles on non-entity business, transporting non-employees in
entity owned vehicles, law enforcement officer off duty employment, intoxication/drug use on
the job, commercial drivers’ license driver requirements,  violent or intimidating employee
conduct in the workplace)


❏ Adopt a safety program to reduce injuries and property damage arising out of
entity operations
(examples: enlist visible upper management support of the safety program, entity-wide safety
committee, individual department safety committees, reporting and review of all accidents,
injuries and near misses, analysis of entity loss experience to identify problem areas for
intervention, establish safety rules and impose discipline for failure to comply, recognize
operations with good safety records, identify and comply with applicable OSHA standards,
identify and comply with other applicable standards, such as National Fire Protection
Association, conduct regular inspections of entity premises, equipment and tools for safety
hazards, train all employees about safety issues applicable in general and to their specific
operation, ensure employees have adequate training and experience before undertaking
hazardous operations, periodically retrain employees to update information and ensure)


❏ Require independent contractors to have appropriate safety program and
commit to follow applicable OSHA standards.







❏ Require independent contractors to comply with federal and state laws and
regulations relating to employment.


❏ Require independent contractors to indemnify and hold harmless the entity
for liability arising out if its operations under the contract.


❏ Prepare written volunteer job descriptions and orient volunteers to safety
issues and required standards of conduct before they begin working.


❏ Reduce workforce turnover
(example: improve hiring practices, improve benefits and pay, improve work environment)


❏ Administer employee benefits program through well-qualified internal or
external personnel.


❏ Require Americans With Disabilities Act compliant health examination of
employee after a contingent job offer has been made, but before the
employee has begun work.


❏ Document all employee training
❏ Obtain prior legal review of any employee handbook.
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Glossary
Agent
One who solicits, negotiates, or sells a contract of insurance on behalf of an insurer.
Compare  broker.


Broker
An independent representative who seeks and negotiates for insurance coverage on behalf of an
insured. Compare agent.


Catastrophe or catastrophic loss
A severe loss causing sizable financial and/or physical damage.  An example of a catastrophic
loss would be the damage from an earthquake, tornado, or hurricane.


Compulsory insurance
Insurance that is required by law.


Contract
An agreement between two or more parties characterized by mutual assent, competent parties,
valid consideration, and a legal subject.


Contractual liability
Duties and responsibilities for products or services assumed through a contractual relationship.


Damages
The monetary value of a loss.


Exclusion
A circumstance or peril that is not covered by a policy.


Frequency
The number of times that a loss occurs (or is expected to occur) within any given time period.


Group or association captive
An insurance company established to insure the risks of a group of companies, an industry or a
professional group.


Hazard
A condition that increases the chance of a loss occurring from a given peril.


Independent contractor
An individual or company who has agreed to perform a job or function on behalf of another party.


Insurable risks
Risks that can be financed through the purchase of insurance.


Insurance
A method of paying for losses in which one party assumes the responsibility to pay for losses of
another party in exchange for the payment of premiums.


Liability
The legal obligation to pay a monetary award for injury or damage caused by negligent or
statutorily prohibited actions.
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Limits of liability
The most an insurance company agrees to pay in the case of loss. “Per occurrence limits” specify
the amount that the policy will pay for each claim. “Aggregate limits” specify the maximum
amount that the policy will pay annually or during the policy term, regardless of the number of
separate occurrences or claims.


Loss
The adverse impact on a public entity of an event, occurrence, or situation, including but not
limited to monetary losses, liability to third parties, damage to the entity’s property, loss of
revenues, inability to provide services to citizens, and injury to employees.


Loss history
The entity’s actual losses over an identified period of time. Also Loss experience.


Natural hazards
Natural conditions that increase the risk of loss, such as earthquakes, wildfires, floods, hurri-
canes, tornadoes, landslides, etc.


Negligence
The failure to act as a reasonable and prudent person would under similar circumstances.


Nontraditional risk
A risk that is often overlooked by risk management programs that focus primarily on insurable risks.


Operation
A division of a public entity that provides as specific set of services (for example, public safety,
recreation, and public works).


Peril
The cause of a loss; examples include fire, windstorm, and collision.


Professional liability
Liability of professionals, such as physicians, attorneys, nurses, psychologists, engineers, and archi-
tects, for damages resulting from their errors and omissions in performing professional services.


Public officials’ liability
Liability of appointed and elected public officials for their wrongful acts, errors, or omissions. Claims
often allege civil-rights violations or discrimination, especially involving employment practices.


Real property
Real estate, including buildings and land.


Retention
The amount of loss that an entity pays without insurance. See self-insurance.


Risk
The possibility of direct or indirect financial or physical loss to the entity.


Risk action plan
A plan for avoiding, reducing, controlling, and/or transferring an entity’s risks.
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Risk manager
The employee (or employees) primarily responsible for identifying an entity’s risks and analyz-
ing their potential impact on its operations; identifying possible ways to avoid, minimize, and/
or finance these risks; implementing the best methods; and monitoring the results and adjusting
the program as needed.


Risk retention groups
Organizations of similar entities through which members buy liability insurance.


Risk Sharing Pool
A cooperative arrangement that provides members with financial protection against losses. Pool
members pay premiums or contributions, receive coverage, and make claims as they would
with traditional insurance carriers. Also known as a pool or insurance pool.


Self-insurance
Assuming and paying for losses directly instead of transferring them to another organization, such
as an insurance company.  Generally refers to a planned risk-financing program that includes
deductibles and self-insured retentions, but may also arise from failure to identify and arrange
financing for a risk, or from a loss that exceeds the entity’s insurance policy limits of coverage.


Severity
A loss’s degree of impact on the public entity’s financial stability or ability to fulfill its mission
of delivering public services.


Uninsurable risks
Risks that currently cannot be financed by purchasing insurance.


Vicarious liability
The legal responsibility of a person or organization for the acts of another. For example, in some
circumstances, employers would be vicariously liable for the actions of their employees.


Workers’ compensation
Mandatory benefits that state law requires employers to pay to their employees for injury, disabil-
ity, death, or contracted disease arising out of and in the course of employment, regardless of fault.
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Foreword
The primary purpose of this resource is to provide small public entities with a user-friendly
process to identify and analyze their risks on an enterprise wide basis.  The author has included
forms and potential loss and impact summaries that may help make the risk identification and
analysis process more easily manageable.  Users should not feel bound to use the process and
the forms exactly as described in this resource.  The process described and the forms included
are only suggestions.  Every public entity has different risks and organizational issues, and users
may need to modify the process or the forms to meet their unique needs.


A secondary purpose of this resource is to provide a platform for an ongoing series of articles
addressing the risks inherent in various public entity operations.  These will be published on
PERI’s web site (www.riskinstitute.org) and will also be published by PERI partner organiza-
tions that participate in preparation of the articles.


The author gratefully acknowledges the assistance of the following risk professionals who re-
viewed project drafts and offered extremely helpful comments:  Wayne Faddis, Director of
Insurance Programs for the Virginia Association of Counties Insurance Programs; Melanie
Herman, Executive Director of the Nonprofit Risk Management Center; Elizabeth Puddington,
Retired Executive Director of the New Hampshire School Boards Insurance Trust; and Harold
Pumford, Executive Director of the Association of Governmental Risk Pools.  To the extent this
resource is helpful, it is because they helped point the way.  The author alone, of course, is
responsible for any inadequacies.


The author also thanks Kelly Briner and Jeffrey Cole of McNeary Insurance Consulting in
Richmond, Virginia for their technical assistance.


Claire Lee Reiss, J.D., ARM
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Why Is Risk Important?
As used in this guide, the term risk refers to a possible loss or other adverse event that has the
potential to interfere with a public entity’s financial stability or ability to fulfill its mission. By
identifying risks and implementing an action plan to address them, public entities can protect
their financial stability and their ability to provide services. Because risk is inherent in most
productive activities, even the most conscientious efforts cannot eliminate all risk; they can,
however, help public entities avoid or reduce the impact of risk on their operations. By includ-
ing risk in its strategic planning process, a public entity can also plan safely to expand into
service areas that it might otherwise avoid.


Public entities are vulnerable to many risks beyond the common, insurable risks associ-
ated with accidental losses such as property damage, auto accidents, and workers’ compensa-
tion. Public entities must also anticipate risks to their revenue stream, tax base, and bond rating,
to name just a few. The expanded view of risk that takes into account this full range of expo-
sures goes by many names (enterprise, holistic, integrated, or strategic), but the name is not
important as long as the fundamental goal—the broadest possible view of the risks that the
entity faces—is realized.


An organization that adopts this broader perspective can better assess, evaluate, and
assign priorities to risks, and then select the best short- and long-term approaches for managing
those risks. Managed properly, some risks may actually present opportunities. Imagine, for
example, a local government that relies heavily on tax revenues from commercial office space.
The development of new office space in nearby areas—which may have the potential to draw
businesses into other jurisdictions—constitutes a “nontraditional” risk. By identifying the risk
and taking steps to mitigate it—through redevelopment and business recruitment efforts, for
example—the government may discover a competitive opportunity, increase its desirability as a
business location, and ultimately increase its tax revenues.


A public entity can implement an effective program to address risk regardless of whether
it has a designated risk manager: especially in small organizations, risk-related job functions are
often allocated among several employees who also have other responsibilities. What’s more
important than having a designated risk manager is ensuring that risk considerations are thor-
oughly integrated into every level of the organization’s culture and operations. Every staff mem-
ber, from top to bottom, should understand the entity’s risks and his or her role in preventing
and controlling potential losses.


How Can Public Entities Identify and Address Risk?
Public entities face a wide range of risks, many of which arise from legally mandated activities.
It is difficult for an entity of any size to identify the full spectrum of risks, but small entities face
particular challenges. Because they experience few actual losses, small entities cannot rely on
loss history to identify risks—in particular, the risk of rare but catastrophic losses, which can be
devastating to their financial position.


The purpose of this guide is to provide small public entities with a user-friendly ap-
proach to identifying risks and developing an action plan to address them. Because every public
entity has different needs and circumstances, all the approaches described in this guide, and all
sample forms, should be modified as necessary.
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Reducing the Impact of Risk on Operations:
A Nine-Step Process


The sections that follow describe nine basic steps that can be used to establish and sustain a
broad-based risk program.


Step 1: Establish Risk As a Priority for Every Employee
A risk program is more likely to succeed if it is based on a policy statement endorsed by the
governing body or chief executive officer. A strong policy statement would (1) define risk as a
priority for all employees, (2) empower a risk team to identify risks and develop a plan to address
them, and (3) require the participation of all operational departments. Although the policy state-
ment should be distributed throughout the organization, it is particularly important to communi-
cate risk policy to department heads or others who will be asked to contribute resources (primarily,
employee time). Attachment 1, in Appendix A, is a sample risk policy statement.


Step 2: Designate a Risk Team Leader
Once the policy statement has been endorsed and distributed, a risk team leader is designated to
bear primary responsibility for the risk program. If the organization has a risk manager, he or
she will probably be the team leader. If there is no risk manager, the team leader can be an
employee who has good organizational and communication skills, as well as some knowledge
of—or interest in—risk. Most important, the team leader must have, or be able to develop, the
vision to look beyond insurable risks and identify other risks to the organization’s financial
stability or ability to deliver services.


The risk team leader determines the scope and goals of the project (within any param-
eters set by the governing board or upper management); develops an analytical framework for
the project; recruits the members of the risk team; and coordinates the team’s activities to cre-
ate, implement, and monitor a risk action plan. The action plan will probably include recom-
mendations that require approval by a higher authority, and the team leader is also responsible
for obtaining this approval. Because the risk team is a permanent part of the public entity’s
operations, the team leader must be available to continue in this position after the initial risk
action plan is developed. In addition to maintaining the risk team and coordinating its ongoing
activities, the team leader is responsible for periodically reporting to upper management or the
governing body on the team’s progress.


The team leader’s first tasks are to define the scope and goals of the project (described
in Step 3) and to develop an analytical framework for the project (described in Step 4). Once
these tasks are complete, the team leader will have the information needed to guide the recruit-
ment of team members.


Step 3: Define the Scope and Goals of the Risk Team’s Activities
The team leader defines the scope and goals of the risk team’s initial activities, then documents
them in writing for distribution to management and the members of the risk team. The scope
depends on whether the team’s initial review of risks is entity-wide or limited to specific opera-
tions. The goals are the expected results of the review; in many cases, the goal is likely to be the
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creation of a risk action plan. The advantage of an entity-wide approach is that it allows the
most serious risks to be identified and assigned priority for intervention.  However, a public
entity that is establishing a risk team for the first time may prefer to limit the scope of its initial
review to one operational area, in order to work out any “kinks” in the process before undertak-
ing an entity-wide review of risk.


Step 4: Establish an Analytical Framework
The purpose of the analytical framework is to capture the organization’s (or operation’s) risks
and their potential impact as fully as possible without detailing all the potential losses that may
result. Because it identifies specific areas in which the knowledge of team members will be
particularly useful, the analytical framework can help the team leader choose potential team
members. For example, if natural hazards are a major source of risk, the team leader will want
to recruit at least one team member who is familiar with the potential impact of natural hazards.
Once the team is up and running, the framework helps team members identify the entity’s risks
and the potential impact of any resulting losses.


The analytical framework shown in Attachment 2 is set up in a grid format that relates
each broad area of risk to its potential impact on the organization’s ability to achieve its mission.
The team analyzes each broad area of risk (identified in the leftmost vertical column) to evalu-
ate its applicability to the organization and its potential impact on operations (identified in the
row along the top of the grid). The framework addresses broad areas of risk and impact, rather
than specific types of potential loss, because its purpose is to help team members identify the
particular risks and potential impacts that are most likely to affect the organization, rather than
to require them to work through an exhaustive list that is unlikely to accurately reflect the
entity’s risks.


The framework shown in Attachment 2 is included primarily to illustrate what an ana-
lytical framework might look like, and how potential risks and impacts relate to one another,
rather than to serve as a working tool.  It includes risk areas and potential areas of impact that
are common to many types of public entities, and it can be modified to fit the needs of a particu-
lar organization.  Other forms (with more space for writing) are provided for team members to
use in the later stages of identification and analysis. However, Attachment 2 can be used to
record final conclusions, or in any other way that the team finds useful.


Step 5: Recruit Team Members
The team leader recruits only as many team members as are needed to provide a broad overview
of the entity’s risks. Initial team membership will depend on the scope of the project; if the
initial review is entity-wide, a group of knowledgeable employees can conduct the analysis for
the entity as a whole, using contributions from individual operations as needed. If the initial
review is limited to a single area of operation, the team will include members from that area of
operation, supplemented by expertise from other departments (such as finance and human re-
sources) as needed.   The team leader may also look outside the entity’s work force for expertise
that may be available on a volunteer basis.


Team members need not be risk experts or even have close familiarity with the
organization’s loss history. As noted earlier, small public entities may not yet have experienced
losses or disruptions to which they have a very real exposure. To supplement their knowledge,
team members may gather information from other sources, such as professional organizations,
publications, other staff members, and colleagues in other public entities.1 The risk team may


Risk Identification and Analysis: A Guide for Small Public Entities 3







also appoint subcommittees to research and report on specific top-
ics, such as school security, law enforcement liability, and risks to
the revenue stream. A team member’s most important attribute is
not an exhaustive knowledge of past losses but an inclusive vision
that encompasses all risks that may damage the organization’s fi-
nancial stability or ability to deliver services. The accompanying
sidebar offers several examples of “nontraditional”—that is, unin-
surable—risks.


The team leader should make initial contact with potential
members in person or by telephone, then send those interested a
written invitation to participate. The invitation should include a sum-
mary that (1) describes the team’s responsibilities, including the scope
and goals of the initial project; (2) identifies the anticipated frequency
and length of team meetings, the expected time commitment out-
side of meetings, and the types of decisions the team members will
make; and (3) describes term limits, if any. Two additional items
may encourage participation: a copy of the risk policy statement
and, if the governing body or chief executive officer agrees, a letter
of support for the initial activities of the team.


Team members’ reliability and commitment are crucial to
success. Staff members who agree to join the team should be asked
to sign and return a cover memo indicating that they have reviewed
the summary of activities and responsibilities and that they agree
to attend team meetings regularly.  A team member who is occa-
sionally unable to attend a meeting—or who leaves the entity’s
employment permanently or for an extended time—must desig-
nate an informed alternative representative. Because it is essential
that team members have the ability to identify and assess the less
traditional types of risk, busy managers who join the team must
resist the temptation to delegate the task to less experienced staff.


Although one of the initial goals of the risk team is the
development of a risk action plan, it is important for team mem-
bers to understand that their responsibilities do not end with the
development of the plan. Once created, the team becomes a per-
manent institution that monitors implementation of the risk action
plan, keeps track of changes in the public entity’s activities, and
modifies the plan to reflect changes in risk areas or strategies.
Membership in the team may change, of course, but the combined
backgrounds of members must continue to reflect a broad view of
the risks faced by the organization. To ensure the team’s continued
involvement, the action plan must include a mechanism for quar-
terly or semiannual review of the organization’s loss experience
and the identification and analysis of any new or discontinued risks.


Step 6: Identify and Evaluate Risks
The first collective tasks of the assembled risk team are (1) to iden-
tify, as fully as possible within the scope of its initial activities, the
range of risks to which the public entity is exposed; (2) to estimate


Uninsurable Risks


Public entities are vulnerable to many
uninsurable risks, which the risk team
must be able to identify. For example,
the organization’s dependence on a lim-
ited number of vendors for critical sup-
plies is a source of risk because lack of
supplies may interfere with service de-
livery. If a public works department is
unable to obtain salt, chemicals, or
equipment to treat snow-covered roads,
the local government will, at the very
least, face a public relations problem. If
local firms experience significant or ex-
tended loss of business, the local gov-
ernment may lose tax revenues as well.
Similarly, a police department charged
with responsibility for maintaining or-
der following a natural disaster might
need access to specific supplies or
equipment. If the supplies or equipment
cannot be obtained, then the commu-
nity may be at greater risk of harm. This
is not an insurable risk, but it is a risk
that police can reduce by anticipating
the department’s needs and making con-
tingency arrangements in advance.


Another example is the impact
of inadequate maintenance on an
entity’s ability to use its premises for
their intended purpose. For instance, if
maintenance problems render school
buildings uninhabitable and schools
cannot open on time, the school system
may have a serious public relations
problem on its hands—and worse, may
lose state education aid. If such prob-
lems persist or are recurrent, residents
who can afford the financial disruption
may simply leave the jurisdiction, erod-
ing its tax base—and potentially limit-
ing its future ability to pass bond refer-
enda for school upgrades.
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the anticipated frequency and severity of losses arising from these risks; and (3) to begin identify-
ing strategies to address these risks. The frequency and severity worksheet shown in Attachment
3, which is derived directly from the analytical framework, includes a separate page for each risk
category and provides team members with a standard format to record their individual observa-
tions about the frequency and severity of losses arising from each risk category. (Before the team
begins its work, the team leader must revise the frequency and severity worksheet to reflect the
risk and impact categories used in the analytical framework he or she created in Step 4.)


Identify Risks and Possible Losses


The risk and loss identification process can be conducted in several ways. No single
approach will best serve the needs of all users, and public entities should adapt these
approaches or to create their own.


One approach is to assemble the team members at an initial meeting, review
the analytical framework (Attachment 2) and the frequency and severity worksheets
(Attachment 3) together, and assign team members the task of researching and com-
pleting the frequency and severity worksheets for the risk categories in which they have
the greatest expertise. (If team members have access to computers, the team leader
should provide them with electronic versions of the analytical framework and the fre-
quency and severity worksheets so that these forms can be completed on the team mem-
bers’ computers, rather than by hand.) After team members have followed up in their
assigned areas, the team can meet to discuss the results.


An alternative approach is to distribute the analytical framework and a full set
of frequency and severity worksheets (preferably electronic) to each team member to
complete before the first meeting. When the team members meet for the first time, they
discuss each risk area and its potential impact on the organization.


Yet a third approach is for the team leader to assign each team member an
operational area for which he or she is responsible. After orienting the team members
on how to supervise the process, the team leader provides the team members with cop-
ies of the analytical framework and the frequency and severity worksheets (again, pref-
erably electronic) for each operational area. The worksheets are completed by repre-
sentatives (either team members or not) from each area. Although the representatives
focus primarily on their own operational areas, they may also comment on risks and
possible losses in other areas of operation. Once the worksheets are complete, the team
leader gathers together the entire risk team to discuss all identified risks and possible
losses, whatever the source.


Team members should receive clear written instructions on how to complete
the worksheets (those included in the sample can be adapted). The instructions should
advise team members (or other users) that they are not expected to be knowledgeable
about all the areas of risk addressed on the worksheets but should identify any risks and
potential losses of which they are aware, even if those risks do not arise from their own
area of operations.


For public entities that need help identifying potential risks, Appendix C offers
summary lists of potential losses and some of their possible effects, categorized by the
broad areas of risk identified in the model analytical framework. It is important to note,
however, that no such compilation, however detailed, can be regarded as definitive;
moreover, any list will identify areas of risk that do not apply to the user. Appendix C is
included only as a tool to help organizations begin the analytical process.


Risk Identification and Analysis: A Guide for Small Public Entities 5







Estimate the Frequency and Severity of Losses


To make best use of the frequency and severity worksheet, it is essential for team mem-
bers to understand how to estimate the frequency and severity of losses arising from the
risks they identify. Frequency refers to how often a loss can be expected to occur;
severity refers to the amount of damage the loss may cause if it does occur. Such esti-
mates are important because they form the basis for the organization’s evaluation of the
potential loss from a given risk. Mathematical precision is not required. Although it
may be useful to investigate, for example, the extent of possible liability losses or the
number of motor vehicle accidents employees have each year, frequency and severity
estimates are recorded only as “high” or “low.”


Whether the frequency and severity of potential losses are categorized as high
or low depends on the size, resources, and operations of the public entity. A major urban
jurisdiction with several thousand employees may not consider two or three employee
auto accidents per year “frequent,” but this may be an intolerable frequency for a rural
jurisdiction with three employees. Similarly, for a large urban school district with a
significant budget and tax base, an uninsured $10,000 loss may not be considered se-
vere, whereas a small rural school district with a limited budget may find it impossible
to sustain such a loss without curtailing services. The key to assessing frequency and
severity is to determine how (1) the financial impact of losses or events or (2) the direct
loss of resources (such as buildings, equipment, or computers) may affect the
organization’s financial stability or ability to deliver services.


Frequency: Estimating frequency is relatively straightforward for losses that
occur on a regular basis, but is more complex for losses that occur infrequently. For
losses that occur regularly, the organization’s loss history may provide some guidance;
however, team members must understand that loss history cannot replace a critical analy-
sis of the entity’s operations. For example, if a local government’s employees now
drive twice as many miles per year as they did in the past, the number of motor vehicle
accidents experienced by employees in previous years will not accurately reflect the
number of accidents likely to occur in the future. Thus, even for losses that occur with
some regularity, the team must carefully consider any changes in operations that may
have increased or decreased risk exposure.


For less frequently occurring losses, team members must look beyond the
organization’s loss history to identify potential types of losses that have not yet oc-
curred. Many tools and resources are available to assist with this process. In addition to
brainstorming and creating “what if” scenarios, team members can identify potential
risks by attending educational sessions, talking with colleagues in similar public enti-
ties; reading publications or contacting associations that serve particular operational
areas; talking with the loss-control departments of their risk pool or insurance carrier;
and talking to their insurance representative or outside risk management consultant.
Another useful tool is benchmarking, or comparing the entity’s exposures and resulting
losses to the actual loss experience of the entity’s risk pool, the Public Risk Database
Project Data Warehouse™, or to the experience of similar jurisdictions.


Severity: “Severity” includes, but goes beyond, the actual dollar loss associated
with an event. In assigning high or low severity to a given risk, several variables need to
be considered: the dollar value of the expected loss, the amount of loss the organization
can sustain without having to curtail operations, the governing board’s tolerance for risk,
and the potential impact of a major loss on the community that the entity serves.
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Team members have many useful sources of information to help them estimate
the dollar value of losses likely to result from a given event; in addition to the sources
listed as helpful in estimating frequency, the team can use public records. For the pur-
pose of categorizing severity of losses as “high” or “low,” precise amounts may not
even be necessary. As with loss frequency, if loss history is used to estimate loss amounts,
the risk team must keep in mind that future losses may differ markedly from past losses
for many reasons, ranging from changes in the value of damaged property to changes in
the legal environment in which a personal-injury suit must be litigated. Severity esti-
mates should focus on the value of potential losses within the current environment.


Ability to Absorb Losses: The risk team must also evaluate the organization’s
ability to financially absorb losses. Team members who represent individual opera-
tional areas can estimate the capacity of those operations to sustain losses without im-
pairing services. By working with financial staff, the team leader can develop guide-
lines on the organization’s overall ability to absorb losses without damage to its finan-
cial stability or capacity to deliver services. One useful benchmark may be the size of
the entity’s contingency fund; if correctly set, this figure will give team members some
guidance on the extent of cumulative losses that the organization can sustain.


Risk Tolerance: Another important variable is the risk tolerance of the govern-
ing board. A risk should be considered more severe when members of the governing
board are uncomfortable with potential losses.


Impact on Community: Finally, it is important for team members to under-
stand that potential losses can be severe even if they do not directly affect a public
entity’s assets or cause it to incur liability. For example, a natural, technological, or
civil disaster may have relatively little direct impact on a local government but cause
severe damage to the community it serves. If a flood occurs and the local government
owns no property in the floodplain, the government may not suffer direct damage, but
flooding is nevertheless a major concern for two reasons: first, because the government
may incur substantial unexpected costs providing emergency services to the commu-
nity; and second, because the government depends on tax revenues from residents,
which may be significantly reduced if businesses close or residents relocate in the after-
math of the disaster.


Identify Potential Strategies


Team members (or other users) should use the “Comments and Potential Strategies”
column of the frequency and severity worksheet to record comments and suggestions
on how to avoid, reduce, control, or transfer losses. Team members need not have tech-
nical knowledge in order to complete this section of the form; they need only provide
practical recommendations on the most important questions in dealing with risk: how
can losses be prevented, and how can damage be reduced? The suggestions of team
members and of those with whom they consult will be very important when the team
begins to consider how to address the organization’s most significant risks. The accom-
panying sidebar, which lists the four principal strategies for dealing with risk, may help
the team develop potential strategies.
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Reach Consensus


After the team members complete the frequency and severity worksheets, they meet to
discuss the results. The purpose of this meeting (or series of meetings) is to develop
consensus on the potential frequency and severity of losses associated with the
organization’s risks. The team leader should provide a clear agenda for each meeting
and actively moderate the discussion to keep it focused. Meetings should have firm
beginning and ending times, and should not exceed the team members’ abilities to meet
without losing their concentration or being called away by other responsibilities. If one
meeting seems insufficient, the team leader may choose to defer discussion of the more
critical or controversial risks to subsequent meetings in order to avoid excessive delay
as the team members move through the worksheets for the first time. Deferral will also
provide additional time for research if more information is needed about critical or
controversial risks.


In some cases, the risk team may have difficulty reaching consensus on sever-
ity, especially if the organization has never experienced a similar loss or if the loss is
one to which it is difficult to assign a dollar value. (For example, in the case of risks that
may result in litigation by third parties, such as citizens or government agencies, it may
be difficult to estimate the financial value of the losses.) When such issues arise, team
members’ opinions may differ, and extensive discussion—to the point of frustration—
may result. To avert a deadlock, the team leader (or another team member, if assigned)
can research the potential monetary value of critical losses and report back to the team
during a subsequent discussion.


Avoidance: Risk avoidance involves eliminating the
risk-producing activity entirely (or never beginning
it). Although avoidance is highly effective, it is of-
ten impractical or undesirable, either because the
public entity is legally required to engage in the ac-
tivity or because the activity is so beneficial to the
community that it cannot be discontinued.


Reduction: Risk reduction strategies reduce the fre-
quency or severity of the losses resulting from a risk,
usually by changing operations in order to reduce
the likelihood of a loss, reduce the resulting dam-
ages, or both. An example of a risk reduction strat-
egy is the preparation, before a loss occurs, of con-
tingency plans to expedite recovery from the loss.


Control: After a loss has occurred, risk control strat-
egies keep the resulting damages to a minimum. Ex-
amples include the effective administration of third-
party claims and the use of previously established
contingency plans to reinstate discontinued services
as quickly as possible.


Transfer: Risk transfer strategies turn over the re-
sponsibility of performing a risky activity to another
party, such as an independent contractor, and assign
responsibility for any losses to that contractor.i


(When used as a risk financing method, such strate-
gies transfer the liability for losses to another party,
such as an insurance carrier.)


The Four Principal Risk Strategies


i Contractual risk transfer assigns risk to a specific party to a contract as part of a larger business transaction. This strategy is often used to assign to
a contractor or vendor the risks of loss arising from its provision of goods or services. The justification for this transfer, which is usually accom-
plished through a combination of indemnity and hold-harmless provisions and insurance requirements, is that the contractor or vendor is in a better
position than the public entity to reduce the frequency and severity of certain losses. When evaluating the option of transferring risks to the entity’s
contractors and vendors, an organization should carefully consider the types of losses that might occur under its contracts, how to assign the risk for
these losses, and what types of insurance will be required to support the assignment of those risks. The legal requirements that determine the
enforceability of contractual risk transfer provisions differ among jurisdictions, and a detailed discussion of such provisions is beyond the scope of
this resource. The local government’s legal counsel can advise on language that is enforceable in that jurisdiction.
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In other cases, a team member can easily estimate the severity of a loss. For
example, operations that use and maintain a physical asset can estimate the cost of
repairing or replacing it; similarly, the cost of hiring contractors to provide services that
the organization might be temporarily unable to provide can easily be estimated.


As the team reaches consensus on each loss category, the team leader (or a desig-
nated team member) lists the identified loss and the frequency and severity estimate un-
der the appropriate risk category on a clean copy of the frequency and severity worksheet.
The version of the completed worksheet that reflects the team’s consensus will assist the
team leader in preparing a risk map, and can also serve as a key for users of the risk map.


Step 7: Plot a Risk Map
Using the information from the consensus version of the frequency and severity worksheet, the
team leader plots a draft risk map. A risk map is a scattergram that segregates potential losses
into categories according to their frequency and severity.  A simple risk map may include only
four categories: high frequency/high severity; high frequency/low severity; low frequency/low
severity; and low frequency/high severity. A more complex approach could subdivide frequency
and severity into high, medium, and low, for example.  This risk map provides a visual guide to
help the team assign priorities to risks for intervention.


On the risk map, which identifies each area of risk and its potential impacts, the team
leader enters each risk/impact combination by its number and letter in the appropriate frequency/
severity quadrant. (The sample risk map shown in Attachment 4 can be used as a model.) For
example, the letter and number representing a risk/impact combination that is expected to pro-
duce high-frequency and high-severity losses would be placed in the upper right quadrant; the
letter and number representing a risk/impact combination that is expected to produce low-fre-
quency and low-severity losses would be placed in the lower left quadrant, and so on. The team
leader then gives the draft copy of the risk map and the consensus version of the frequency and
severity worksheet to each team member for review and comment, requesting responses by a
certain date. After making revisions that take team members’ responses into account and recon-
ciling any conflicts, the team leader develops a final version of the risk map and the frequency
and severity worksheet.


Step 8: Create an Action Plan
Once the risk map is complete, the team leader gathers the team to review the results and create
a comprehensive action plan to address high-priority risks—normally, those that produce high-
frequency, high-severity losses and those that produce high-severity, low-frequency losses (which
are potentially catastrophic but difficult to anticipate because they are so rare). Risks in the
other quadrants are not ignored but may be assigned lower priority for intervention because
their anticipated frequency and severity are lower.


Assign Priority to Risks and Evaluate Risk Management Strategies


The first step in the development of the action plan is to assign priority to risks for
intervention. A risk management strategies comparison worksheet (such as the one shown
in Attachment 5) can be used to record risks in order of priority.  When assigning prior-
ity to risks, the team should consider the practical limitations on the organization’s
ability to implement risk strategies and should assign highest priority to those risks that
pose the greatest threat to financial stability or the ability to deliver services.
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Once the risks have been assigned priority for intervention, the team develops
and evaluates alternative strategies for addressing each risk. During this phase, the team
must work closely with the operational departments that will implement the strategies:
first, because supervisors and employees from those operational areas are often the best
source of ideas on reducing risk; and second, because operations staff are much more
likely to implement risk strategies if they were involved in developing them.


One way to obtain suggestions from each operational department is to assign
team members to act as liaisons to specific operations. In this approach, each liaison
meets with the operational head (or a designated representative) to discuss possible
strategies for each of its high-priority risks. Once these meetings are complete, the risk
team gathers to discuss and evaluate strategies for each risk area, with the benefit of
suggestions from all affected operations. For especially critical or controversial areas,
the operational head can be invited to participate in the team meeting.


As they consider each of the high-priority risks, the team members identify
potential strategies, evaluate their anticipated costs and benefits and the time they will
take to implement, and select the most promising strategy or strategies to recommend
for implementation. All strategies are up for consideration: those identified by team
members during the risk identification stage (and recorded by them on their individual
frequency and severity worksheets), those identified by each operation, and any other
ideas that arise during the discussion. Strategies that avoid or reduce the frequency or
severity of losses are generally preferable to those that simply transfer the risk of finan-
cial loss to a third party (e.g., insurance).  The first goal is to prevent or reduce the
severity of losses.


The final decision in the process is to determine how to finance the risks of loss
that cannot be cost-effectively avoided, reduced, controlled, or transferred to a contrac-
tor.2  Whether the risk team plays a direct role in the development of a risk financing
plan (which is likely to include the purchase of insurance) depends on the public entity’s
structure and allocation of responsibilities. Risk financing decisions are often made by
an organization’s finance officer, risk manager, purchasing officer, or other senior offi-
cial with substantial knowledge of risk financing alternatives. Even if the risk team
does not directly participate in risk financing decision making, the team and the risk
financing decision-maker should communicate on a regular basis. The team should
report identified risks to the risk financing decision-maker, and the risk financing deci-
sion-maker should keep the risk team apprised of the organization’s risk financing plan.
Neither can be fully effective without information from the other.


Complete and Circulate the Action Plan


The team documents its final recommendations in a risk action plan (Attachment 6
provides a sample format). To develop the action plan, the team members collaborate
with representatives from individual operational areas to identify the best strategies for
each high-priority risk, and to document the cost, schedule, responsible parties, and
performance measurement criteria for each recommended strategy. The team leader
prepares the final action plan and circulates it to team members with a request for com-
ments.3 After resolving any conflicts, the team leader signs the plan, signifying that it
represents the consensus of the risk team, and submits it to the appropriate management
staff or governing body for approval.
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Step 9: Implement and Monitor the Action Plan
Implementation of the action plan is ordinarily an ongoing process, and the team leader generally
has primary responsibility for monitoring implementation and ensuring that the ongoing work of
the team (and of operational areas) occurs in accordance with schedule. Like other aspects of this
process, implementation of the risk action plan will differ for each public entity, depending on the
organization’s structure and the scope of the strategies adopted, among other factors.


In most cases, the strategies that the team recommends will need to be approved by a
higher level of authority. Implementation strategies that require additional funding may have to
be deferred until the funds can be included in the budgeting process.


The risk team is responsible for monitoring the organization’s losses and for identifying
and analyzing any changes in risk. Possible sources of information about such matters include
loss-experience records, procurement records, payroll records, fiscal records, audits, budgets,
financial statements, annual reports, contracts and agreements, and any other resource, such as
the minutes of governing body meetings, that may alert the team to changes in risks.


The risk team should meet at least semiannually to keep abreast of these developments.
To ensure that most team members will be available, the team leader should schedule meetings
well in advance and send out reminders. At least annually, the team should submit a report to the
governing body and upper management, noting any changes in risks or strategies and reporting
on the losses for the previous year.


It is crucial that one person be responsible for ensuring not only that the risk team contin-
ues to exist but that it takes an active role in operations. If no one person is accountable for
maintaining the continued vitality of the team, the action plan will rapidly become outdated, and
the organization will find itself implementing strategies that no longer address its real needs. If the
organization has a risk manager, he or she will normally be the team leader and will be the appro-
priate person for this responsibility. If not, then the responsibility for maintaining an active risk
team should be formally assigned to the team leader (that is, included in that person’s job descrip-
tion and performance review) and quickly reassigned if he or she becomes unavailable.
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Conclusion
Risk is a major concern for public entities of all sizes. No public entity should fail to address its
risks because of a sense that that it is too small or has insufficient resources. The process out-
lined in this guide can be adapted to fit the needs of any public entity: very small public entities
may wish to scale back the activities; larger entities may wish to expand them. The process can
be implemented in stages, beginning with areas of operation that historically produce the great-
est risks, or can be implemented throughout the organization. What’s important is not how the
process is undertaken but that it is undertaken and, once begun, is systematically continued.
Public entities that successfully integrate risk concerns into their organizational structures and
daily operations protect their ability to deliver services to citizens and strengthen their ability to
fulfill their mission.


1 For information on previous workers’ compensation claims or insured
loss experience, one resource would be the government’s insurance
carrier or third-party claims administrator. For information on risks
that are insurable or excluded from coverage and on the limitations
of current or proposed insurance coverage, a resource would be the
government’s risk management consultant or insurance broker.


2 A complete discussion of risk financing is beyond the scope of this
resource.  Some additional general information is included in
Appendix B.


3 The team leader may also consider circulating the draft plan to
department heads who participated in the development process.


12 Risk Identification and Analysis: A Guide for Small Public Entities





